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Step by step guide to create an Oracle Database in the Cloud

In this blog post | will share the steps to create an Oracle Database in Cloud. We will create a database

service, create a second database in the same machine in a silent mode, access to the cloud machine

with SSH and monitor the database with OEM.

First of all, make sure you have an Oracle account. Open oracle.com and click on Register link to get a

free oracle account. Next, open cloud.oracle.com, select “Compute” from Infrastructure menu and click
“Try It” button to get a free trial account for 1 month. Next, login with your oracle account and register
for cloud account. Make sure you don’t apply with generic email addresses like hotmail, gmail and etc.

Instead, use your company address.

After successfully registering you will get an email with your credential information. Click on the link
specified in the email, provide username/password and login to your cloud account. Click Oracle
Database Cloud Service link.
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Click on the link under “My Service URL” to access list of cloud services you have.
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» Service Details:Oracle Database Cloud Service

Additional Information

Overview
Plan: Oracle Database Cloud Service Buyer: SERENSREMEmAIINe
iy ) Service Start Date: 1-Dec-2016 Account Administrators: SERARERDEKERRtN
BI"Ing Metrics Service End Date: 31-Dec-2018 Data Center: EMEA Commercial 2
Subscription ID: 554043671 Status: Active
Service Instance ID: 554044568 My Services URL: hitps://myservices.emea.ora..
Ident_ity Dor_nain Order ID: Not available Domain SFTP Host & Port: gRiAsamaisizaemae
Administration Customer Account: SISy Domain SFTP User Name: ¥ ©
CSI Number: Not available REST Endpoi hitps://dbcs.emea.oraclecioy

If you haven’t signed in yet, sign in page will appear. Use the username and password provided in the
email you got during the registration and login

Welcome kamranagayevdb chasge doman ©
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Cant access your account?

Next, Oracle Cloud Services dashboard will appear.
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To create and manage database instances, click on the “Open Service Console” menu of the Database
tab as shown below:

Database & E | Compute N

RO S ¥ & \iewDetails ...
Open Service Console

Storage & = Container Cloud Service &=

¥ a@ ¥ a9

In this page you will get list of database services. Here, | have two database services (myfirstdb,
myseconddb). | have 7.5G memory and 150gb of storage provided for each service.
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—_ ORACLE cLouD My Services 1§ pashboard .% Users e’ Notifications

Oracle Database Cloud Service & Services Activity SSH Access Welcome! | REST APls

Summary -
2 2 15 300 2
Services OCPUs Memory Storage Public IPs
Services
Enter a full or partial service name O\ Asof Dec 3, 2016 9:52:08 AMUTC (3 [E®CHICECIHE
myseconddb Created On: Dec 2, 2016 12:04:37 PM UTC OCPUs: 1 =
g Version: 11.2.0.4 Memory: 7.5GB
— Edition: Enterprise Edition Storage: 150 GB
myfirstdb Created On: Dec 2, 2016 6:55:09 AM UTC OCPUs: 1 =
@ Version: 11.2.0.4 Memory: 7.5GB
— Edition: Enterprise Edition Storage: 150 GB

p Service create and delete history

Click Delete on the drop down menu for each service and delete both services.

Services

Eriios a:ull o par 0, Asof Dec 3, 2016 9:52:08 AMUTC (3 [ROLTIEEELYIT

myseconddb Created On: Dec 2, 2016 12:04:37 PM UTC Open DBaaS Monitor Console =
3 Version: 11.2.0.4
- Edition: Enterprise Edition Open Application Express Console
Open EM Console
myfirstdb Created On: Dec 2, 2016 6:55:09 AM UTC SSH Access =
(—_b Version: 11.2.0.4 e
= Edition: Enterprise Edition

b Service create and delete history

Delete

After successfully deleting available instances, click on “Create Service” button to create a new database

instance:



Oracle Database Cloud Service &’ Services Activity SSH Access Welcome! | REST APIs

services

Create Service

You don't have any services. After meeting the prerequisites, use this button to
create a service.

Need help creating a service?
- Watch a video
- Step through a tutorial

p Service create and delete history

Select “Oracle Database Cloud Service” option to create a database using a wizard. For the billing
frequency you have two options: Hourly and Monthly. It doesn’t make sense when you use a trial
account. So select any of them and click Next.

Provision New Oracle Database Cloud Service

Cancel A ; y f Next )

Subscription dition Details

m

Subscription Type
Select the service level and billing frequency for this Oracle Database Cloud Service instance.

Service Level

Oracle Database Cloud Service

Oracle Database software pre-installed on Oracle Cloud Virtual Machine.

Database instances are created for you using configuration options provided in this wizard.
Additional cloud tooling is available for backup, recovery and patching.

Oracle Database Cloud Service - Virtual Image

Oracle Database software pre-installed on an Oracle Cloud Virtual Machine.
Database instances are created by you manually or using DBCA

No additional cloud tooling is available.

Billing Frequency

Hourly
Pay for the number of hours used

Monthly
Pay one low price for the entire month irrespective of the number of hours used



For the software release you have 3 options: 11.2, 12.1 and 12.2. Choose any of them and click Next.

Provision New Oracle Database Cloud Service
£ Previous Cancel - Next )
Subs Release Edition Details Confirmation

Software Release
Select the database release version for this Oracle Database Cloud Service instance

Oracle Database 11g Release 2
O Oracle Database Version 11.2.0.4
Installed on Oracle Linux 6.6

Oracle Database 12c Release 1
Oracle Database Version 12.1.0.2
Installed on Oracle Linux 6.6

Oracle Database 12c Release 2
Oracle Database Version 12.2.0.1
Installed on Oracle Linux 6.6

As a software edition, you have 4 options:

Standard Edition
Enterprise Edition
Enterprise Edition — High Performance

Enterprise Edition — Extreme Performance

To get more information and features that each edition provides, check the following documentation:



Home / Cloud / Oracle Database Cloud Service/ Using Oracle Database Cloud Service/ About Database
Cloud Service Database Deployments/ Oracle Database Software Package

https://docs.oracle.com/cloud/latest/dbcs dbaas/CSDBI/GUID-660363B8-0E2F-4A4F-A9BD-
70A43F332A16.htm#GUID-6COB1E17-98A5-4522-A3B9-36EFAO5E6G4F9

Select “Enterprise Edition” option and click Next

@ Provision New Oracle Database Cloud Service

£ Previous Cancel - Next )
Subscription Release Edition Deta Confirmatior

Software Edition
Select the database edition for this Oracle Database Cloud Service instance

Standard Edition (Details)
Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

Enterprise Edition (Details)
® Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

Enterprise Edition - High Performance (Details)
Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

Enterprise Edition - Extreme Performance (Details)
Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

In the next page you will be asked to provide a SSH Public Key for the cloud service. For this, use Putty
Key Generator executable to generate a SSH public key. Click on Generate button, move your mouse
over the blank are to generate some action.


https://docs.oracle.com/cloud/latest/dbcs_dbaas/CSDBI/GUID-660363B8-0E2F-4A4F-A9BD-70A43F332A16.htm#GUID-6C0B1E17-98A5-4522-A3B9-36EFA05E64F9
https://docs.oracle.com/cloud/latest/dbcs_dbaas/CSDBI/GUID-660363B8-0E2F-4A4F-A9BD-70A43F332A16.htm#GUID-6C0B1E17-98A5-4522-A3B9-36EFA05E64F9

& PuTTY Key Generator

 Saveputlickey | | Save private key

The SSH key will be generated as follows. Provide a password and click on “Save private key” button to
save this key as a private key

@ PuTTY Key Generator




To save a key as a public key, copy the text and save it.

=lolx|

File Edit Format View Help
ssh-rsa AAAAB3NzaClycC2EAAAABIQAAAQEAKYT1WMVOWS9CKkP2+EHQY4Nn1ILdZvjzZz05CcfQdYOP64RVehydmofviz7Nmw =
+Rx1Pt0Os2iLINDP36fwW4 /TUHe8AKwWLU+QMUOKBYcrEFyfGORKk1392/

+T1jAVUMXVSXXHAZ2C67 AyQQpoZ Vg6 jBHpGZgnAWdE /T9r R8RM/Tqq7 VUOUDNNa5Cof StPU4pDoaIMUA2B0TZN8COUYqICDYXIKYXA5C35v0

VAKBMTY6TSBSLTJICOdywCcB881yDVQOCT SKOAWhFadF1kbRXsn7 0wZXxpN6+gXx6ycCel1QfHO3jLEeA4QAJTLTaPwx9wryl SRpmONLD1DIVZNS
iIXIDX9cQS175nDQ== rsa-key-20161203

Bl Untitied - Notepad
fie Edit Format View Help

P ) [ ~ Computer ~ New Volume () ~ Orade CoudKey

Organize v  New folder
:' Name

| Date modfied | Type | sie | I

w4 Libraries
& Apps No items match your search,
f-ﬂ Documents
o Music
&= Pictures
. Videos

1™ Computer
&, Local Disk ()
s New Volume (E9)
€l Network

LS obickey oub)
- |

Save as type: IText Documents (*.txt)

~ Hide Folders Enceding: lANSl j | Save I
Z
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Provide this file for the “SSH Public Key” field of the database service creation wizard.

%@lh ~ Computer ~ New Volume (E:) ~ Orade Cloud Key v | Search Oradle Cloud Key

Organize v
2l Name

R }
P}Ej mypubli

4 Libraries
& Apps

Public key input for VM access Documents
@' Music
Select and then provide the values for € ;
contains the /M Public Key contents. ‘%] P‘:"es
Videos

@® Key file name: No
1% Computer
&, Local Disk (C2)

) Key Value: € Network

|

File name: | mypublickkey ;] IAII Files

Open Ivl

() Create a New Key @

Enter = Cancel

Provide the service name, database storage, select necessary compute shape and click Next.
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F ision New Oracle D Cloud Service

a¥ M ' I

& Previous Cancel
Subscription Release Edtion Details Confirmation

Service Details
Provide details for this Oracle Database Cloud Service instance.

* Service Name | proddb (2]
Description My first cloud db (2] Total Estimated Monthly Storage (GB)
* Compute Shape OC3- 1 OCPU, 7.5 GB RAM v

* Timezone  (UTC) Coordinated Universal ¥
* SSH Public Key  mypublickkey.pub (7]

(2> Database Configuration

* Usable Database Storage (GB) 25
Total Data File Storage (GB) 835 " BB N i e
G inistiation P Y * Character Set
¥ T Passs | sevesesses Y * National Character Set
* DB Name (SID) PRODDB ) Standby Database with Data Guard

Enable Oracle GoldenGate

Review the information and click Create button to create a service

{2 service Configuration {9 Backup and Recovery Configuration

* Backup Destination None

NA @

No v

AL32UTF8 - Unicode Un ¥
AL16UTF16 - Unicode U ¥
o ©
o ©
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Provision New Oracle Database Cloud Service

P

~ ~ g
O—0) ‘ Create )

Previous Cancel
( Edition  Details  Confirmation

Subscription Rek

Confirmation
Confirm your responses and create this Oracle Database Cloud Service instance.

{‘j Service Level: Oracle Database Cloud Service

Billing Frequency: Monthly

Software Release: Oracle Database 11g Release 2

Software Edition: Enterprise Edition

Service Name: proddb

Description: My first cloud db

Compute Shape: OC2-10OCPU, 7.5 GB RAM

Ti (UTC) Coordi Universal Time(UTC}

Key: mypublickkey.pub

Usable Database Storage: 25

Total Data File Storage: 285

DB Name (SID): PRODDB

Character Set: AL32UTF8 - Unicode Universal character set UTF-8 form 32-bit
National Character Set: AL16UTF16 - Unicode UTF-16 Universal character set
Standby Database with Data Guard: No

Disaster Recovery: No

Include GoldenGate: No

@ Backup Destination: None

Click “In Progress” link to check the service creation progress.



Oracle Database Cloud Service £’ Services Activity SSH Access

Welcome! REST APIs

Summary =
1 1 7.5 150 1
Services OCPUs Memory Storage Public IPs
Services
Enter & ful service name o, Asof Dec 3, 2016 10:20:44 AMUTC (y [ CRRELTY
Starting Compute resources...
proddb Submitted On: Dec 3, 2016 10:12:57 AM UTC OCPUs: 1
(\, Status: lr? Progress Memory: 7.5GB
EX Version: 11.2.0.4 Storage: 150 GB
Edition: Enterprise Edition
p Service create and delete history
After a while, the service will be created successfully.
Oracle Database Cloud Service & Services Activity SSH Access Welcome! | REST APIs

Summary 1 1 1.9
Senvices OCPUs Memory
Services
Enter a full o N

proddb Created On: Dec 3, 2016 10:12:57 AM UTC
@ Version: 11.2.0.4
=] Edition: Enterprise Edition

p Service create and delete history

Click on proddb link to open the service.

150

Storage

1

Public IPs

Asof Dec 3, 2016 11:07:49 AMUTC (3 e CHCE LI

OCPUs: 1
Memory: 7.5GB
150 GB

Storage:

14



p Oracle Database Cloud Service / proddb =

Overview s
ummary
; 1 1 18« 150 e
Node Nodes OCPUs Memery Storage
4 Nodes As of Dec 3, 2016 11:08:25
T proddb SQL *Net Port: 1521 OCPUs: 1 =
ﬁdmlm?’trmlon E Public IP:  141.144.32.70 SID: PROODB

Memory: 7.5GB

4 . o
Patches available Storage: 130 GB

Snapshots available 4 Additional Information

Identity Domain: kamranagayewdb
Edition: Enterprise Edition
Service Level: Cracle Database Cloud Service
Subscription Type: Monthiy
show more
4 Activity

Activity Summary

, Create Service Completed Start Time: Dec 3, 2016 10:12:57 AM UTC
o End Time: Dec 3, 2016 10:34:06 aM UTC

Before trying to connect to the database in the cloud from outside, you should enable dblistener
security rule. Open “Oracle Database Cloud Service” dashboard.



Oracle Cloud Services

ORACLE" CLOUD My Services

Dashboard

Oracle Application Container Cloud p Oracle Database Cloud Service / proddb

Oracle Compute Cloud Service

Overview
@ Oracle Database Cloud Service Summary 1 1
1
Oracle Java Cloud Service Node Nodes OCPUs
4
Oracle MySQL Cloud Service Nodes
Oracle SOA Cloud Service Administration E] E::::: 1411443270
5 : 141.144.32.70

3 Patches available
sers

0

Snapshots available

Notifications 4 Additional Information

Identity Domain: kam
Edition: Ent¢
Service Level: Ora
Subscription Type: Mor
show more
Click on Network tab
= ORACLE CLOUD My Services
@ Compute Instances Network Storage Orchestrations Images
Instances 4 Summary
Instance Snapshots 1 1
instances OCPUs
Instances
C_  Category: All v Show: All v
Name Status OCPUs
G  proddb/db_1/vm-1 Running 1
=3

16



When you click on Network tab, you will get list of security roles.

ORACLE' CcLOUD My Services

Compute 1 Network Storag Orch . 15

9

security rules

Security Application
proddb/db_1/ora_dbconsole

proddb/db_1/ora_dbexpress
proddb/db_1/ora_dblistener
proddb/db_1/ora_http
proddb/db_1/ora_httpadmin
proddb/db_1/ora_httpssl
ssh

proddb/db_1/ora_dblistener

Security v 4 Summary
| Security Rules
Security Lists
Security Rules
& ' You can use security rules to control network access between your instances and the Internet. Or
ecurity Applications
O, Category: All v Show: All v
Security IP Lists
Name Status
IP Network >
_'40- proddb/db_1/ora_p2_dbconsole Disabled
IPR i
SR "‘0- proddb/db_1/ora_p2_dbexpress Disabled
St Publc Keys 45 Proddoidb_tiora_p2_dbiistener Disabled
VPN » _'40- proddb/db_1/ora_p2_http Disabled
"‘O. proddb/db_1/ora_p2_httpadmin Disabled
_'s proddb/db_1/ora_p2_httpssl Disabled
_’4- proddb/db_1/ora_p2_ssh Enabled
‘(- proddb/db_1/ora_trusted_hosts_dblistener  Enabled
_’4- proddb/db_1/sys_infra2db_ssh Enabled

Click on the menu icon for ora_p2_dblistener role and select Update.

Name Status Security Application Source
"‘O proddb/db_1/ora_p2_dbconsole Disabled proddb/db_1/ora_dbconsole public-intemet
_'g proddb/db_1/ora_p2_dbexpress Disabled proddb/db_1/ora_dbexpress public-internet
_'S proddb/db_1/ora_p2_dblistener Disabled proddb/db_1/ora_dblistener public-intemnet
_'3 proddb/db_1/ora_p2_http Disabled proddb/db_1/ora_http public-intemet
A il Afaa a7 bbbandin [ P S, e T e

Enable the status of this security role

ssh

Destination

proddb/db_1/ora_db
proddb/db_1/ora_db

proddb/db_1/ora_db

Update
proddb/db_1/ora_db
Delete

rmddldl Afnen Al

his page, you can create, view, update, a

ml

17



Update Security Rule X

Update your security rule as required. You can enable or disable this rule or medify the description. Learn
more.

Status ’ Enabled v

Security Application nroddb/db 1/oradblistener

Source Secunty List

defauit

» Security [P List

public-internet

Destination « Security List

proddb/db_1/ora _db

Secunty P List

instance

Description

Update Cancel

Enable the ora_p2_dbconsole security role to get access to OEM.

Name Status
_’4- proddb/db_1/ora_p2_dbconsole Enabled
-'46 proddb/db_1/ora_p2_dbexpress Disabled
_’4- proddb/db_1/ora_p2_dblistener Enabled

Now, let’s connect to the database from SSH. Provide the private key that was saved above



2 PuTTY Configuration ) x|
Category:
= Teminal o] | Options controling SSH authertication |
- Keyboard
- Bell ™ Bypass authentication entirely (SSH-2 only)
... Features [V Display pre-authentication banner (SSH-2 only)
=) Window B T
- Appearance S e ;
. Babarviour [V Attempt authentication using Pageant
- Translation _
- Selection [V Attempt "keyboard-nteractive" auth {SSH-2)
- Colours B L
E}: Connection Authentication parameters
. Data [~ Allow agent forwarding
- Proxy [~ Allow attempted changes of usemame in SSH-2
- Telnet Private key file for authentication:
?S"gin |E:\0racle Cloud Key\myprivatekey ppk
[_]..
(- Auth
X1
- Tunnels
.- Bugs Ll
About | Open Cancel

Provide the IP of the virtual machine that is provided in the main page of the database cloud service and
click Open.

2 PuTTY Configuration ) x|
Category:

[=- Session = [ Basic options for your PuTTY session I

. T;nl-i?'ngalgmg Specify the destination you want to connect to

T Ko Host Name {or IP address) Port

. Bell [141.144.32.70) j22
: - Features Connection type:
=) Window (" Raw { Telnet " Rlogin * SSH (" Serial

Provide username as “oracle” and password that was provided when generating a private key using
PuTTy Key Generator tool and login to the server where the database is running. Connect to SQL*Plus
and run SQL commands:

19



# oracle@proddb:

61203

sqgqlplus

ti

Applica

20



No open tnsnames.ora file and add the following entry:

tnsnames.ora
PRODDB =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST = 141.144.32.70) (PORT = 1521))

(CONNECT DATA =

(SID = PRODDB)

)
)

Open a command prompt, login to the database in the cloud and run SQL commands:

21



Microsoft Windows [Uersion 6.1.76H11
Copuright <c?> 2887 Microsoft Corporation. HAll rights reserved.

Ci:sUserssitakamran?sglplus sysEPRODDE as sysdba

COL*Plus: Release 11.2.8.1.8 Production on Sat Dec 3 15:28:52 2816

Copuright <c> 1982, 2818, Oracle. A1l rights reserved.

Enter password:

Connected to:

Oracle Databhase 11lg Enterprise Edition Release 11.2.8.4.8 — 64hit Production
llith the Partitioning. OLAP. Data Mining and Real Application Testing options

SGL> select name from vidatafiles

SuB2 s appsoraclesoradatasPRODDB/systemBl . dbf
SuB2 appsoraclesoradatasPRODDB s ysauxBl . dbf
SuB2 s appsoraclesoradatasPRODDBAundoths@l _dbf
SuB2 appsoraclesoradatasPRODDBAusers01 .dbf
SuB2 appsoraclesoradatasPRODDB/exanpledl _dbf

SQL> select name from vScontrolfile;

<uB2 appsoraclesoradatasFPRODDBAcontroldl _ctl
suB3sappsorvaclesfast_recovery_areasPRODDBAcontrolB2 . ctl

SQL> select member from vSlogfile;

suBd appsoraclesredos/redoB3 . loyg
suBdappsoraclesredos/redoB2 . log
SuBdsappsoraclesredosredoBl . log

SaL>

To open an OEM, click on the menu icon on the Database Cloud Service home page and select “Open EM

Console”
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W

@ p Oracle Database Cloud Service / proddb

Open DBaaS Monitor Console

Open Application Express Console

Overview Open EM Console
Summary
1 SSH Access
1
Node Nodes Access Rules

Replace Database using Backup
4 Nodes

Administration E
0

Patches available

proddb
Public IP: 141.144.32.70

Snapshots available 4 Additional Information

Provide the username and password and login

'Orade Enterprise Manager

SQL *Net Port:
SID: PRODDB

) e
ory

1521

OCPUs:
Memory:
Storage:

G

@) o [ https://141.144.32.70: 1158 /em/console logonflogon

ORACLE Enterprise Manager 11g
Database Control

* User Name Isys

* Password Ioooooooooool

Connect As ISYSDBA"

Copyright ® 1996, 2013, Oracle. All rights reserved.

Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiliates. Ott

Unauthorized access is strictly prohibited.

( Login )

23



Orade Enterprise Manager (S¥S) -.. X

(t) O £, | hiios://141.144.32.70: 1158/em/consol

PRODDS. kamranagayevch. oradedoud internaltype=orade.

¢ |[Q sexen

I#wEd © 3 & b =

ORACLE Enterprise Manager 11¢ Selup Preferences Help Logout I
Database Control
Logged in As SYS
Database Instance: PRODDB.kamranagayevdb.oraclecloud.internal
| Home | Peformance  Availabiity Sener Schema DataMovement  Software and Support
Page Refreshed Dec 3, 2016 11:27:03 AM UTC (Rafrash) View Data] Automatically (60 sec) ]
General Host CPU Active Sessions SQL Response Time
Shutdown ) | Black Out
(Studowe) (giscicon) 10 10 10
Status Up
Up Since Dec 3, 2016 10:27:06 AM UTC 05 0.5 05
Instance Name PRODDB
Version 11.2.0.4.0
Host proddb compute-kamranagayev. g 9 90
Listener LISTENER_proddb compute-kam .. Loading. Loading.. Loading...
A s Load 000 Paging 0.00 Core Count 2 SQL Response Time (%) Unavailable
Edit Reference Collection
Diagnostic Summary Space Summary High Availability
ADDM Findings No ADDM run available Database Size (GB) ~ 2.098 Console  Details
Alert Log N - eror Problem Tablespaces 0 Oracle Restat  n/a
Active Incidents @ 0 Segment Advisor Recommendations 0 Instance Recovery Time (sec) 8 -
Key SQL Profiles [ Policy Violations i 1 Last Backup  n/a
Dump Area Used (%) 14 Usable Fast Recovery Area (%)  66.39
Database Instance Health Flashback Time  Dec 3. 2016 102754 AM
VAlerts
Category [All ¥l co) Critical 0 Waming 2
| Severity - [Category [Name [impact  [Message [Atert Triggered
0y User Audit Audited User User SYS logged on from AZERCELLVCT-047L. Dec 3, 2016 11:21:33 AM
A Waits by Wait Class Database Time Spent Waiting (%) Metrics "Database Time Spent Waiting (%)" is at for event class "Concurrency” Dec 3, 2016 10:55.42 AM

ORACLE Enterprise Manager 11¢g
Datahase Control

Database Instance: PRODDB.kamranagayevdb.oraclecloud.internal >

Tablespaces
Search
Enter an object name to filter the data that is displayed in your results set.
Object Name I (Go)

By default, the search returns all uppercase matches beginning with the string you entered. To run an exact or case-sensitive match, double guote the search string. You can use the wildcard symbol (%) in a double qut

Selection Mode |Single 'I
(Edit ) view )  Delete ) Actions| Add Datafile

e

Select|Name / [ Allocated Size(MB)|  Space Used(MB)|Allocated Space Used(%) [Auto Extend Allocated Free Space(MB)| Status | |
@ EXAMPLE 3131 3102 — 2.1 YES 29 o
€ SYSAUX 670.0 6324 EEE—— 0 4 YES 376
€ SYSTEM 780.0 7779 — 0 YES 2|
C TEMP 55.0 Vs 18 YES 540
€ UNDOTBS1 335.0 152 S 46 YES 3198
¢ USERS 5.0 41 e 812 YES 03 o«
Total Allocated Size (GB) 2.11 + Online % Offline & Read Only

Total Used (GB) 1.70
Total Allocated Free Space (GB) 0.41

After creating and configuring a database using a wizard, | decided to create a new database in a silent
mode in the same machine as follows:
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[oracle@proddb dbhome 1]S5 dbca -silent -createdatabase —-gdbname mydb -

templatename

/u0l/app/oracle/product/11.2.0/dbhome 1/assistants/dbca/templates/Gene
ral Purpose.dbc -sid mydb -syspassword oracle -systempassword oracle -
emConfiguration none -datafileDestination /u02/app/oracle/oradata/mydb

-memoryPercentage 40

Copying database files

o)

% complete
% complete
11% complete
18% complete

26% complete

\O

37% complete

Creating and starting Oracle instance

40% complete
45% complete
50% complete
55% complete
56% complete

60% complete

[@))
N
\o

s complete

Completing Database Creation

66% complete
70% complete
73% complete
74% complete
75% complete
76% complete
77% complete
88% complete

99% complete

25



100% complete

Look at the log file “/uOl/app/oracle/cfgtoollogs/dbca/mydb/mydb.log”
for further details.

[oraclelproddb dbhome 115

Check if the database is up and running and connect to it:

[oracle@proddb dbhome 1]1$ ps -ef | grep smon

oracle 7040 1 0 11:40 2 00:00:00 ora_ smon mydb
oracle 7226 2625 0 11:40 pts/1 00:00:00 grep smon
oracle 11837 1 0 10:30 2 00:00:00 ora smon_ PRODDB

[oracle@proddb dbhome 11$ export ORACLE SID=mydb
[oracle@proddb dbhome 1]$ sglplus / as sysdba

SQL>

Run free command to check the free space of the machine. We have 2 databases running on this
machine, so we have only 1g free memory.

[oracle@proddb dbhome 1]$ free

total used free shared buffers cached

Mem: 7397060 6295684 1101376 266948 66356 1364664
-/+ buffers/cache: 48646604 2532396

Swap: 4194300 29916 4164384

[oracle@proddb dbhome 11$%

After having a database service with the specific parameters, you can change the parameters anytime.
Let’s add 2gb free space to the machine. Switch to the home page of the database cloud service, click on
the menu icon and choose “Scale Up/Down” link
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Summary 1

1 7.9 e 150 «

Nodes OCPUs Memory orage
4 Nodes As of Dec 3, 2016 120448 PMUTC @
proddb SQL *Net Port: 1521 OCPUS: g =
E Public IP: 141.144.3270 sID: PRODDB Memory:
Storage:  StoP
Restart
4 Additional Information Scale Up/Down
Identity Domain: kamranagayevdb
Edition: Enterprise Edition
Service Level: Oracle Database Cloud Service
Subscription Type: Monthly
show more
P Activity
Provide size of the new space and click “Yes, Scale Up/Down Service” button
Scale Up/Down Service X

proddb is currently using compute shape OC3. Specify new shape and/or additional storage for the service.
Note that the service will be unavailable during scale up/down operation.

New Compute Shape OC3-1 OCPU, 7.5 GB RAM v

Additional Storage (GB) 2

-

Add Storage to Create New Storage Volume ¥

Yes, Scale Up/Down Service Cancel

The host will reboot and the required space will be added :
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SIS o 1 75 &

Nodes OCPUs Memory
4 Nodes
— proddb SQL *Net Port: 1521
5 Public IP: 141.144.32.70 SID: PRODDB

The new space is mounted to the new mount point (u05):

[oracle@proddb ~]1$ df -kh

Filesystem Size Used Avail Use% Mounted on
/dev/xvdb3 25G 12G 126 51% /

tmpfs 3.6G 0 3.6G 0% /dev/shm
/dev/xvdbl 477M 148M 300M 34% /boot
/dev/xvdel 596G 7.4G  49G 14% /u01

/dev/mapper/dataVolGroup-1vol0

25G  3.8G 20G 17% /u02
/dev/mapper/fravVolGroup-1vol0

6.8G 2.1G 4.4G 32% /u03
/dev/mapper/redoVolGroup-1vol0

26G  3.1G 22G  13% /u04

/dev/xvdgl 2.06 3.1M 1.9G 1% /u05

[oracle@proddb ~1$

152 «

Storage

OCPUs:
Memory:
Storage:

1
7.5GB
152 GB
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Step by step guide — create a primary and standby database in the

Cloud!

In this guide, | will show you how to create a primary and standby database in the cloud. Login to your
cloud account, switch to the Oracle Database Cloud Service page and create a new service. Select

“Oracle Database Cloud Service” as a subscription type and click Next.

Cancel .

Subscription |

Subscription Type
Select the service level and billing frequency for this Oracle Database Cloud Service instance

Service Level

Oracle Database Cloud Service

Oracle Database software pre-installed on Oracle Cloud Virtual Machine.

Database instances are created for you using configuration options provided in this wizard
Additional cloud tooling is available for backup, recovery and patching

Oracle Database Cloud Service - Virtual Image
Oracle Database software pre-installed on an Oracle Cloud Virtual Machine
Database instan

s are createc

you manually or using DBCA

No additional cloud tooling is available

Billing Frequency

Hourly
Pay for the number of hours used

Monthly
Pay one low price for the entire month irrespective of the number of hours used

Select a database release and click Next.

Next )
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£ Previous Cancel .
Subs on Release Edition De

Confirmation

Software Release
Select the database release version for this Oracle Database Cloud Service instance

Oracle Database 11g Release 2
® Oracle Database Version 11.2.0.4
Installed on Oracle Linux 6.6

Oracle Database 12c Release 1
Oracle Database Version 12.1.0.2
Installed on Oracle Linux 6.6

Oracle Database 12c Release 2
Oracle Database Version 12.2.0.1
Installed on Oracle Linux 6.6

Select “Enterprise Edition — Extreme Performance” as a Software Edition and click Next

£ Previous Cancel Ed.
S o ease ition Detais Con

Software Edition
Select the database edition for this Oracle Database Cloud Service instance

Standard Edition (Details)
Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

Enterprise Edition (Details)
Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

Enterprise Edition - High Performance (Details)
Oracle Database 11g Release 2
Installed on Oracle Linux 6.6

Enterprise Edition - Extrame Performance Performance (Details)
e Uracle Database 11g Release 2
Installed on Oracle Linux 6.6

Next )

Next )

Provide the service name, SSH public key and select “Standby Database with Data Guard” option, select

“High Availability” and click Next
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£ Previous Cancel [ ] Next )
Subscription ase  Editi Details Confirmation

Service Details
Provide details for this Oracle Database Cloud Service instance.

(;} Service Configuration ‘:") Backup and Recovery Configuration
* Service Name srvdg Q * Backup Destination  Mone v
Description  Data Guard Service (7] Total Estimated Monthly Storage (GB) A

* Compute Shape  OC3- 1 OCPU, 7.5 GB RAM v
* Timezone  (UTC+04:00) Azerbaijan Time ¥

* 55H Public Key  mypublickkey. pub Edit | @

¢2> Database Configuration

* Usable Database Storage (GB) 25
Total Data File Storage (GB)} 88.5
® inistration P [7] * Character Set  AL32UTFS - Unicode Un ¥
e D [ ") * National Character Set AL16UTF16 - Unicode U™ v
* DB Name (SID)  PRODDB [ Standby Database with Data Guard (& 2]

@ High Availability
(&) Disaster Recovery

Review the configuration settings and click Create to create a primary and a standby database
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£ Previous Cancel : : ‘
Subscription e Ediion Detzils Confirmation

Confirmation
Confirm your responses and create this Oracle Database Cloud Service instance.

h Service Level: Oracle Database Cloud Service
= Billing Frequency: Monthly

Software Release: Oracle Database 11g Release 2
Software Edition: Enterprise Edition - Extreme Performance
Service Name: srvdg
Description: Data Guard Service
Compute Shape: OC3-1OCPU, 7.5 GB RAM
Timezone: (UTC+04:00) Azerbaijan Time(Asia/Baku)
Key: mypublickkey.pub
Usable Database Storage: 25
Total Data File Storage: 885
DB Name (SID): PRODDB
Character Set: AL32UTF8 - Unicode Universal character set UTF-8 form 32-bit
National Character Set: AL16UTF16 - Unicode UTF-16 Universal character set
Standby Database with Data Guard: Yes
Disaster Recovery: No
Include GoldenGate: No
Database Clustering with RAC: No

9 Backup Destination: None

After a few minutes the primary and standby database will be created successfully

Sy 1 2 15 e 374 2

Services OCPUs Memory Storage Public [Ps

Services

srvdg Created On: Dec €, 2016 11:02:17 AM UTC OCPUs:

(3 Version: 11.2.0.4 Memory:

§ Edition: Enterprise Edition - Extreme Storage:
Performance

p Service create and delete history

Click on the service name (srvdg) to open the home page of both databases

>

15GB
374 GB

Create )

o, Asof Dec 6, 2016 11:54:28 AMUTC (3 [ISCHIERLTT
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Overview
Summary e
, 2 2 15 « 374 «
Nodes Nodes OCPUs Memory Storage
4 Nodes

Administration E 5I’V§9-dg°1 SQL *Net Port: 1521 OCPUs: 1 =
View Patch Information Public IP: 141.144.35.190 SID: PRODDB Memory: 7.5GB

Database Role: Primary Storage: 187 GB

»

srvdg-dg02 SQL *Net Port: 1521 OCPUs: 1 =

Public IP:  141.144.36.24 SID: PRODDB Memory: 7.5GB

Database Role: Standby Storage: 187 GB

4 Additional Information

Identity Domain: kamranagayevdb
Edition: Enterprise Edition - Extreme Performance
Service Level: Oracle Database Cloud Service
Subscription Type: Monthty
show more
P Activity

Data Guard Metrics

Apply Lag: 00 days 00 hrs 00 min 00 sec

Transport Lag: 00 days 00 hrs 00 min 00 sec last computed 0 days 0 hrs 0 min 3 sec before

Standby Active Sessions: 2

Last Updated Time: 2016-12-06T11:48:32.606+0000

Now open two different Putty executables and connect to the both machines



Overview

Summary 2

Nodes O
ot oo srvdg-dgo1
- Session = Basic options for your PUTTY session | Public IP: 141.144.35
iy ":‘:‘i‘g‘”g Specify the destination you want to connect to Database Role: Primary
Keyboard Host Name for |:° address) Pot
Bel [141.144.35.190 |2
Features Connection type: srvdg-dg02
- Window | € Raw (" Telnet " Rlogin ' SSH (" Serial Public IP: 141144:36:24
carance =
'g‘;:amur - Load, save or delete a stored session - Patabase Roles 3
Trandation Saved Sessions
Selection i i
ional informatio
Colours Defaul Seftings ona ormation
&1 Connection 192.168.78.11
Data Save ntity Domain:
Proxy tion:
Teinet frae vice Level:
Rlogin scription Type:
& SSH i
Kas | Close window on et
Bl Auth C Aways ¢ Never ( Onlyon clean ext
Y ty
X1 |
About Open ard Metrics

Cancel

PPy Ty
Transport Lag:

Standby Active Sessions:
Last Updated Time:

SID:

sQL
SID:

15 «

Memory

SQL ' Category:

Logging
=) Terminal
Keyboard
Bell
Features
=) Window
Appearance
Behaviour
Translation
Selection
Colours
() Connection
Data
Proxy
Telnet
Rlogin
E-SSH
Kex
- Auth
Y
X1

- Basic options for your PuTTY session

[~ Specify the destination you want to connect to
Host Name (or IP address) Pot
[141.1443624 |2

Connection type
" Raw (" Telnet  Rlogin * SSH ¢ Serial

[ Load, save ordelete astored session———————————|
Saved Sessions

Default Settings
192.168.78.11

Load

Save
Delete

Close window on exit:

O Aways ( Never ( Onlyon clean ext

o

Connect to the both databases and check the DB_UNIQUE_NAME parameter. PRODDB_01 is set to the
primary database, PRODDB_02 for the standby database. Also check LOG_ARCHIVE_DEST_2 parameter
on the primary database. As you see, archived log files are shipped to the standby database using
PRODDB_02 service.

I Summ

Lust upuaey me:

nary 2 2

374
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Now let’s test the functionality of the standby database. First of all, open an alert.log file of the standby
database, switch the log file on the primary database and check if the log file is applied

| Overview ||

£ oracle@srvdg-

Last Updated Time:

Now perform a switchover

| Overview

Last Updated Time:

Switch the log file and see if it is applied to the new standby database
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Last Updated Time:

It worked. Now switch back

[ Oueriow =]

Last Updated Time:

As you see, it's very easy to create a database with its own standby database in the cloud!
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Configure and practice backup and recovery for Oracle Database in
Cloud (DBaa$)

In this post | will show you how to configure backup for Oracle Database in Cloud. First of all, make sure
you use Oracle Storage Cloud Service and you set the replication policy. Open the following link, scroll
down to Oracle Storage Cloud Service section and click “Set Replication Policy” link:

https://myservices.em2.oraclecloud.com/mycloud/faces/dashboard.jspx?showOld=true

Category: Oracle Database Public Cloud Services

Details = Set Replication Policy = ¢

Archive Gigabytes Archive Gigabytes
wdxnz  Restored @ mdxma  Deleted Early @
(GBs) . (GBs)
v
Oracle Storage Cloud Service
Subscription: Trial (Replication Policy Not Set) Read and Write Re 3
: 7 quests Standard Gigabytes Used

ienthy Dol Yamrriagay=wet _ On Archive Objects with P
Cloud Services Account: kamranagayevst no data A P no data
Category: Oracle laaS Public Cloud Services p Size Less Than 10 MB (GB Months)

(1000 Requests) =

‘ Details | Service Console | % | =

Select the data center and click Set

Set Replication Policy

Select the data center (DC) and georeplication policy for your service instance.

* @Primary DC: {em2); Gt ication DC: None
(Primary DC: Slough (em3); Georeplication DC: None
()Primary DC: (em2); Gt ication DC: Slough (em3)
Primary DC: Slough (em3); Georeplication DC: Amsterdam (em2)

Caution: Once set, the replication policy cannot be

changed for the service instance. Set | Cancel

Next, open Oracle Database Cloud Service and create a new service. The GUI has changed and we have
only 3 steps to create a database in the cloud. Provide the service name, software version and edition,
upload SSH public key and click Next
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https://myservices.em2.oraclecloud.com/mycloud/faces/dashboard.jspx?showOld=true

Cancel .

Next
Service Details Confirmation >

Service
Provide basic service instance information

* Service Name  snvtest (2]
Description (7]
* Subscription Type = Oracle Database Cloud Service LA )
* SSH Public Key mypublickkey.pub Edit @

* Software Release ~ Oracle Database 11g Release2 v @
* Software Edition  Enterprise Edition LA )

* Biling Freguency Monthly ¥ @

In order to enable the automatic backup of the database in the cloud, you have to create a cloud storage
container. Before creating a cloud storage container, switch to Oracle Storage Cloud Service details and
get the REST Endpoint:

» Service Details:Oracle Storage Cloud Service

Overview Additional Information e

Billing Metrics

Resource Quotas

Business Metrics

Documents

Plan:

Service Start Date:
Service End Date:
Subscription ID:
Service Instance ID:

Customer Account:

Oracle Storage Cloud Service

6-Dec-20
5-Jan-2017
554710184
554710561

AzerCell Telecom (AZ)

CSI Number:

Data Center:

Status:

Domain SFTP Host & Port:

Domain SFTP User Name:

Not available

EMEA Commercial 2 - Amsterdam

Active

sftp2.em2.cloud.oracle.com:22
kamranRC @

REST Endpoint: |hiip

Next, open https://storageconsole.em2.oraclecloud.com/ link, provide the Service REST Endpoint and
login to Oracle Storage Cloud Service:
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Login to Oracle Storage Cloud Service

Service REST Endpoint *
https://kamranagayevst. storag auiaapekeaamnesaiin

Username *
TR
Password *

Login

Create a new storage container:

Create a Storage Container

Create a container by providing a name and assigning it a container type.

* Name backupcontainer

Storage Class | Standard v J

Create Cancel

u ervices min +
ORACLE" Cloud My Servi ad

Storage-kamranagayevst / backupcontainer

¥ Container Information Enable Upload and Download

Name Last Modified Size

No data to display.

In the second screen of database service creation page, select “Both Cloud Storage and Local Storage”
option as a Backup Destination, provide cloud storage container name, username and password and
click Next.
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£ Previous Cancel . \ Next )
Service Details Confirmation

Service Details
Provide details for this Oracle Database Cloud Service instance.

@ Service Configuration {'—) Backup and Recovery Configuration
* Compute Shape OC3 -1 OCPU, 7.5 GB RAM v * Backup Destination ~Both Cloud Storage and Local Storage ¥
* Timezone  (UTC) Coordinated Universa' ¥ * Cloud Storage Container ~Storage-kamranagayevstbacku; @

* Cloud Storage Username  itakamran@azercell.com

* Cloud Storage Password  ssssssssssass

Create Cloud Storage Container ) (2]
Total Estimated Monthly Storage (GB) 140 @
(;5 Database Conﬁguration * Create Instance from Existing Backup No ¥
by * Character Set  AL32UTF8 - Unicode Un ¥
Usable Database Storage {GB) 25
* National Character Set AL16UTF16 - Unicode U’ ¥
Total Data File Storage (GB) 88.5
Enable Oracle GoldenGate [ (7]
* Administration Password Q
* Confirm Password ~ *** Q
* DB Name (SID) TESTDB o
@ Standby Database Configuration
Standby Database with Data Guard ) &
Review the configuration and click Create button.
£ Previous Cancel h @ - Create )

ce  Detzls  Confirmation

Confirmation
Confirm your responses and create this Oracle Database Cloud Service instance.

- T g 5

E Subscription Details {9 Backup and Recovery Details
Service Level: Oracle Database Cloud Service Backup Destination: Both Cloud Storage and Local Storage
Billing Frequency: Monthly Username: itakamran@azercell.com
Software Release: Oracle Database 11g Release 2 Cloud Storage C iner: Storag /back

Software Edition: Enterprise Edition

'Y,

Database Configuration Details

Usable Database Storage: 25

Total Data File Storage: 88.5

DB Name (SID): TESTDB

Character AL32UTF8 - Unicode Universal character set UTF-8 form

Q“D Service Details

o
Service Name: srvtest
Description:
Compute Shape: OC3-1OCPU, 7.5 GB RAM
Timezone: (UTC) Coordinated Universal Time(UTC)

Set: 32-bit

Key: mypublickkey.pub i < _
National Character AL16UTF16 - Unicode UTF-16 Universal character
Set: set

Standby Database Configuration Details

Standby Database with Data Guard: No

II@

Include GoldenGate: No

After creating the service successfully, open it and click on Administration section. From the Backup tab
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click on Backup Now button to create a backup of the database. You can use RMAN and schedule your
own backups as well.

e p Oracle Database Cloud Service / srvtest =

Overview [ Backup | Patching Snapshots

As of Dec 13, 2016 11:24:42 AM UTC

backup and recovery operations. Recovery can be a point in time recovery using da

€ tag, timestamp or system

Backup Now Recover Configure Backups

Available Backups

Administration

able

View available backups

0

Snapshots available

Click Backup Now and check the log file for more information:
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» Oracle Database Cloud Service / srvtest —

Backup request was submitted.

Overview Hackup;

change num

Backup in progress from Dec 13, 2016 11:

Administration Available Backups

Dec 13,2016 11:28:15 AM

p Recovery History

If you switch to the storage container, you will see bunch of files created
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ORACLE’ Cloud My Services

rage-kamranaga

# Container Information

Name

file_chunk/2713817523/TES..

file_chunk/2713817523/TES

file_chunk/2713817523/TES

file_chunk/2713817523/TES..

file_chunk/2713817523/TES

file_chunk/2713817523/TES

file_chunk/2713817523/TES..

file_chunk/2713817523/TES

file_chunk/2713817523/TES.

file_chunk/2713817523/TES..

file_chunk/2713817523/TES

file_chunk/2713817523/TES..

file_chunk/2713817523/TES..
file_chunk/2713817523/TES..

file_chunk/2713817523/TES

1/ backupcontainer

TKTVsBwIVOwwD/0000000001

TVsBwIViwwD/metadata xml

JKTVsBwIVDwwD/0000000001

TWsBwIVOwwD/metadata.xml

1ZyH3tH16jobK/0000000001

/ZyH3tH16jobK/0000000002

1ZyH3tH16jobK/0000000003

/ZyH3tH16jobK/0000000004

../ ZyH3tH16jobK/0000000005

1ZyH3tH16jobK/0000000006

/ZyH3tH16jcbK/0000000007

yH3tH16jobKimetadata. xml

JKTVsBwIVOuwD/0000000001
yH3tH16jobK/0000000006

1ZyH3tH16jobK/0000000007

Enable Upload and Download

Last Modified

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago

11 minutes ago
11 minutes ago

11 minutes ago

Open RMAN and run LIST BACKUPSET SUMMARY command to get list of backupsets:

Size

64.2 MB

175 KB

262 KB

1.75 KB

105 MB

105 MB

105 MB

105 MB

106 MB

105 MB

821 MB

175 KB

105 MB
108 MB

821 MB

admin ~

Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions

Actions
Actions

Actions

4

4
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Now let’s try to recover the database to the specific point in time using DBaa$S wizard. For this, create a
new table with some data, get the current SCN number and drop the table.
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Next, switch to DBaa$S backup page, click Recover, provide the SCN number and click Recover

Overview

Node

Administration

1
Patches available
View available backups

0
Snapshots available

Backup Patching Snapshots

Asof Dec 13, 2016 12:13:226 PMUTC (3

Perform on demand backup and recovery operations. Recovery can be a point in time recovery using database tag, fimestamp or system

change number.

0 Last successful backup on Dec 13, 2016 11:29:24 AMUTC

Available Backups

Database Recovery

Select Recovery Option:

Latest

Recover

| Backup Now

Cancel

{2}
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The recover process will run in the background automatically. Check alert.log file of the database for
more information:

@ P Oracle Database Cloud Service / srvtest

Recovery request was submitted.

Overview Backup | Paithing  Snapshots

1

: Perforr mand backup and recovery operations. Recovery can be a
Node

Recovery in progress from Dec 13, 2016 12:18:02 PM UTC

Administration Available Backups

1
Patches available - Dec 13, 2016 11:23:24 AM UTC
Restoring..

7( , TAG20161213T112924
i v

Snapshots available

4 Recovery History

Dec 13,2016 12:18:02 PMUTC
g Recovery SCN:1326003

After the recover process is completed successfully login to the database and query the table

You can also take backup and recover the database from command line interface using bkup_api utility.
Now let’s delete all backups, take a new backup and try the recovery.
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Delete all available RMAN backups:

RMAN> delete backup;

Use bkup_api utility with bkup_start parameter to take a backup from CLI:

[root@srvtest spooll# /var/opt/oracle/bkup api/bkup api bkup start

DBaaS Backup API V1.5 @2016 Multi-Oracle home

DBaaS Backup API V1.5 @2015 Multi-Oracle home

-> Action : bkup start

-> logfile: /var/opt/oracle/bkup api/log/bkup api.log

UUID d6bfObde-cl130-11e6-8534-c6b0e87f74cb for this backup

** process started with PID: 16524

** gee log file for monitor progress

[root@srvtest spooll#
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Check the log file for more information:

[root@srvtest spooll# tail -f /var/opt/oracle/bkup api/log/bkup api.log

Tue, 13 Dec 2016 12:
Tue, 13 Dec 2016 12:

Tue, 13 Dec 2016 12:

Tue, 13 Dec 2016 12

36:

36:

36:

:36:

58

58

58

58

** process started with PID: 16524

** gsee log file for monitor progress

d6bf0bde-cl30-11e6-8534-c6b0e87£74ch

TESTDB resource is available

Checking 1if

Tue, 13 Dec 2016 12:36:58 d6bfObde-cl30-11e6-8534-c6b0e87f74cb has a lock

TESTDB

Tue, 13 Dec 2016 12:36:58 UUID d6bfObde-cl30-11e6-8534-c6b0e87f74cb written

with PID 16524

Tue, 13 Dec 2016 12:36:58 débfObde-cl30-11e6-8534-c6b0e87f74cb
no longer running removing lock

Tue, 13 Dec 2016 12:36:58 d6bfObde-cl130-11e6-8534-c6b0e87f74cb

request into the database

Tue, 13 Dec 2016 12:37:00 d6bfObde-cl130-11e6-8534-c6b0e87f74cb

backups 0

Tue, 13 Dec 2016 12:37:00 d6bfObde-cl30-11e6-8534-c6b0e87f74cb
/home/oracle/bkup/TESTDB/obkup -dbname=TESTDB

Tue, 13 Dec 2016 12:38:51

execution 4

Tue, 13 Dec 2016 12:

TAG20161213T123750

Tue, 13 Dec 2016 12:

TAG20161213T123729

Tue, 13 Dec 2016 12:

TAG20161213T123758

Tue, 13 Dec 2016 12:

TAG20161213T123834

38:

38:

38:

38:

51

51

51

51

The process is

registering

current

command

d6bf0bde-c130-11e6-8534-c6b0e87£f74cb@ backups after

debf0bde-cl130-11e6-8534-c6b0e87£74ch

d6bf0bde-cl130-11e6-8534-c6b0e87£74ch

d6bf0bde-cl130-11e6-8534-c6b0e87£74ch

debf0bde-cl130-11e6-8534-c6b0e87£74ch

Tue, 13 Dec 2016 12:38:51 d6bfObde-cl30-11e6-8534-co6b0e87£f74cb
succeded TAG20161213T123834

rman tag

rman tag

rman tag

rman tag

Backup

Now having valid backups, let’s create a new table, drop it and recover it using dbaascli utility.
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[oracle@srvtest opcl$ sglplus / as sysdba
SQL> create table mytable2 as select * from dba objects;

Table created.

SQL> select count(l) from mytable2;

COUNT (1)

88911

SQL> select current scn from v$database;
CURRENT_ SCN

1333654

SQL> drop table mytable2 purge;
Table dropped.

SQL> exit

Now use dbaascli utility and provide the SCN number to perform SCN based incomplete recovery:

[root@srvtest opcl# dbaascli orec -args -scn 1333654
DBAAS CLI version 1.0.0

Executing command orec —args -scn 1333654

—args : -scn 1333654

OREC version: 16.0.0.0

Starting OREC

Logfile is /var/opt/oracle/log/TESTDB/orec/orec 2016-12-13 13:41:18.1log
Config file is /var/opt/oracle/orec/orec.cfg

DB name: TESTDB

OREC:: RUNNING IN NON DATAGUARD ENVIRONMENT

OREC:: Verifying scn validity..

PITR using SCN: 1333654



OREC:: Catalog mode: Disabled
OREC:: Checking prerequirements before recovery process.
OREC:: DB Status : OPEN
OREC:: Changing instance to MOUNT stage.
OREC:: Shutting down the database.. Completed.
OREC:: (RMAN) Startup MOUNT.. Completed.
OREC:: Checking for PDBs directories.
OREC:: Checking for REDO logs.
OREC:: Restablishing DB instance to the original stage.
OREC:: Shutting down the database.. Completed.
OREC:: Starting up database.. Completed.
OREC:: Testing RMAN connection.
OREC:: Verifying backups dates
OK
OREC:: Performing PITR using SCN number 1333654 ..
INFO : DB instance is up and running after recovery procedure.
OREC:: Completed.

[root@srvtest opcl#

Now connect to the database and check if the table is recovered:
[oracle@srvtest opcl$ sglplus / as sysdba
SQL> select count(l) from mytable2;

COUNT (1)

88911

SQL>

The database backups are also stored in the flash recovery area image-16in the database host:
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If you want to change the automatic backup schedule, edit /etc/crontab file with a root user. Below you
can see the current schedule of the database backup:

You can use a DBaaS backup wizard, DBaaS command line interface commands and RMAN to perform
backup and recovery for Oracle Database in Cloud
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Create a Standby database in Oracle Cloud for On-Premises
production database

If you have a production database and you plan to build a standby database on the different geographic
location, Oracle Cloud is the best option. In this blog post you will see a step by step guide on how to
create a Standby Database in Oracle Cloud for your on-premises database.

First of all, login to your Oracle Cloud account, switch to Oracle Database Cloud Service and create a new
Service. Provide a service name, SSH Public Key (check above mentioned articles to see how to create a
SSH public key), choose “Enterprise Edition — Extreme Performance” for Software Edition option and
click Next.

Cancel Se:ce Next
Service
Provide basic service instance information
* Service Mame  snvest a9
Drescription 9
* Subscription Type ~ Oracle Database Cloud Service r 9
* S5H Public Key mypublickkey pub Edit | @
* Software Release  Oracle Database 11g Release 2 v a
* Software Edition =~ Enterprise Edition - Extreme Performance r @
* Biling Frequency  Monthly r 9

We will create a standby database based on on-premises production database, so in the next screen
provide any database name. We will delete it once it is created and will create a standby database using
DUPLICATE DATABASE command.
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£ Previous Cancel ® Next )
Details

Service Details
Provide details for this Oracle Database Cloud Service instance.

{2 Service Configuration @ Backup and Recovery Configuration

* Compute Shape  OC3 - 1 OCPU, 7.5 GB RAM T * Backup Destination  Mone T

* Timezone  (UTC) Coordinated Universal ¥

(=) Database Configuration

* Usable Database Storage (GB) 25 Total Estimated Monthly Storage | GB) NiA - @

Total Diata File Storage (GEB)

=
=)
n

* Create Instance from Existing Backup No T

* administration Password  sesssessess (7] * Character Set  AL32UTFE - Unicode Un ¥
A [+ 6- icode U
* Confirm Password  sssssssss AL16UTF16 - Unicode U ¥
y and numbers.
& Clustering with RAC
* DB Name (SID) | oRGL o Database Clustering with RA 9
Enable Oracle GoldenGate a9
* DB Listener Port: 1521 a

() Standby Database Configuration

Standby Database with Data Guard (7]

Review the configuration and click Create to create a Database Cloud Service instance.

It take only 20 minutes to create a new machine, install an Oracle Software and create a new database

in the cloud.

Next, create a new virtual machine in your own laptop, install Oracle 11.2.4 on Linux (OEL is preferred)
and add two network cards — “Host-only Adapter” and “Bridged Adapter”. “Host-Only Adapter” is used
to connect to the virtual machine from the host machine and “Bridged Adapter” is used to connect from

the Virtual Machine to the outside world (internet, cloud instance and etc.). Enable both network
devices, make sure you have internet connection, edit tnsnames.ora file as follows and use tnsping to
ping the cloud host.
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STBDB =
(DESCRIPTION =
(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = 140.86.3.98) (PORT = 1521))
)
(CONNECT_ DATA =

(SERVICE NAME = STBDB)

Next, use private key to connect to the cloud machine using putty and drop the ORCL database in the
cloud machine

Drop the database in the cloud machine:

[oracle@srvtst ~]1$ sglplus / as sysdba
SQL> startup force mount exclusive restrict;
ORACLE instance started.

Total System Global Area 2655657984 bytes

Fixed Size 2256192 bytes
Variable Size 637534912 Dbytes
Database Buffers 1996488704 bytes
Redo Buffers 19378176 bytes

Database mounted.

SQL> drop database;
Database dropped.

SQL>

54



Before trying to connect to the new dummy instance on the cloud machine, you have to enable
dblistener access rule. Open the database service and Access Rule from the menu.

p Oracle Database Cloud Service / srvtst =
Open DBaaS Monitor Console

Open Application Express Conscle

: Open EM Console
Overview As of Jan 20, 2017 7:.06:44 PMUTC (3| Healthcheck
S5H Access
1 Summary
1 Access Rules 5 1 5 0
Node GB GB
Nodes Replace Database using Backup  mory Storage
Wiew Activity
VETSiCie v s Status: Running
Administration Backup Destination: HMons Service Level: Oracle Database Cloud Service
0
Patches available 4 Database
»
0 Edition: Enterprise Edition - Extreme Performance Location: EMDDZ_Z13
Snapshots available
4 Resources
srvtst 5QL *Net Port: 1521 OCPUs: 1 =
Public IP:  140.86.2.98 SID: ORCL Memory: 7.5GE

Storage: 150 GE

4 Additional Information

Connect String: srvtst: 1521/ORC Ll nsmwmismme

Timezone: Armenia Time

Character Set: AL3ZUTFS - Unicode Universal character set UTF-8 form 32-bit
National Character Set: AL18UTF16 - Unicode UTF-16 Universal character set

Click on Actions menu for the ora_p2_dblistener rule and enable it



@ p Oracle Database Cloud Service [ srvist | Access Rules

Access Rules

'ou can use access rules to control network access to service compenents. On this page, you can manage your access rules.

Results per page: 10 7

9 result(s) as of Jan 20, 2017 T:07:57 PM UTC (3

Create Rule

Status Rule Name Source Destination Ports Protocol Description Rule Type Actions

*‘- ora_p2_ssh PUBLIC-IMTERMET DB 22 TCP DEFAULT §
% ora_p2_http PUBLIC-IMTERMET DB 80 TCP DEFAULT E
.& ora_p2_httpssl PUBLIC-INTERNET DB 443 TCP DEFALLT =
% ora_p2_httpadmin PUBLIC-INTERMET DB 4248 TCP DEFAULT =
% ora_pZ_dbconsole PUBLIC-INTERNET DB 1158 TCP DEFAULT =
% ora_p2_dbexpress PUBLIC-IMTERMET DB 5500 TCP DEFAULT E
ﬁ ora_p2_dblistener PUBLIC-IMTERMET DB 1521 TCP DEFAULT Enable E
.;" sys_infra2db_ssh PAAS-INFRA DB 2 TCP DO NOT MODIFY: Permit P...  SYSTEM Disable | =
*‘- ora_trusted_hosts_dbli...  127.0.0.1/32 DB 1521 TCP DO MNOT MODIFY: Asecrule... SYSTEM H

Now you will be able to using tnsping to test the connection:

[oracle@ocmllg admin]$ tnsping STBDB

Attempting to contact (DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL =

TCP) (HOST = 140.86.3.98) (PORT = 1521))) (CONNECT DATA = (SERVICE NAME =

STBDB) (UR = A)))

OK (250 msec)

[oracle@ocmllg admin]s$

In order to connect to the cloud machine from outside, you need to configure SSH. Open Virtual
Machine box, switch to .ssh folder and generate ssh key using ssh-keygen utility as follows:

[oracle@ocmllg ~]$ cd .ssh

[oracle@ocmllg .ssh]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/oracle/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/oracle/.ssh/id rsa.



Your public key has been saved in /home/oracle/.ssh/id rsa.pub.
The key fingerprint is:
1f:e8:8d:08:78:80:12:eb5:cb:cb:cb:7a:97:2e:1b:02 oracle@ocmllg
The key’s randomart image is:

+—-[ RSA 2048]—+

.o + \
|E + o S .

\ e} o + \
| + [olNe) \
| co.o \

[oracle@ocmllg .ssh]$

Now copy the source of id_rsa.pub file and append it to the /home/oracle/.ssh/authorized_keys file at
the cloud machine.

[oracle@Qocmllg .ssh]$ more id rsa.pub

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEAN2fiBDvcycbhbxQxVrzFQS2URSERkAIXTdpHGW68G1iQWUNCRET8
JSwntDWH4az37Ly]j 7TWgNONGW7HFWCOm9EMJ/RECPj 6SXnCjdX002gwuxMit9BIsugm7pl £Q1+HpGT
rdx6KIW2UXW1M/712CDNjJD7zDFZAMNWBIOt1T51pHm61liquVeBUwEFg/3fjpnk6/IjX5K0mM8gLHW
PCOWEDLCLKHgKWcVUGVY/KF1W2ehbGIo6tSDkDV2wwEj8H5G5DCxLs2Mczqldzgt99SLVpw3s7/aG
RWrzPVRVPImnlY7AHNDFNFvP32V3{fzKCaAHHQL]jDeA6ZQyjMjBUFAXWUl ymunw==
oraclefocmllg

Now test the connection from virtual box to the cloud machine:

[oracle@ocmllg .ssh]$ ssh 140.86.3.98
The authenticity of host '140.86.3.98 (140.86.3.98)’ can’t be established.

RSA key fingerprint is 73:93:3c:62:41:d4:12:a2a:09:07:c7:94:aa:ea:00:16.
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Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added ‘'140.86.3.98’ (RSA) to the list of known hosts.
[oracle@srvtst ~]$ exit

logout

Connection to 140.86.3.98 closed.

Before duplicating the database, create necessary folders on the cloud machine

[oracle@ocmllg .ssh]$ ssh 140.86.3.98
[oracle@srvtst ~]$ mkdir -p admin/STBDB/adump
[oracle@srvtst ~]$ mkdir -p oradata/STBDB
[oracle@srvtst ~]$ mkdir flash recovery area

[oracle@srvtst ~]$ mkdir arch

Create a parameter file to start standby instance:

vi /home/oracle/pfile.ora
*.audit file dest=’/home/oracle/admin/STBDB/adump’
*.control files=’/home/oracle/oradata/STBDB/controlOl.ctl’

*.db file name convert=’/u03/oracle/oradata/PROD/’,’ /home/oracle/oradata/STBD
B/’

*.db_ name=’PROD’

*.db_unique name='STBDB’

*.db_recovery file dest=’/home/oracle/flash recovery area’
*.db recovery file dest size=5g

*.fal client=’STBDB’

*.fal server='PROD’

*.log _archive dest 1=’location=/home/oracle/arch

VALID FOR=(ALL LOGFILES,ALL ROLES)
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DB UNIQUE NAME=STBDB'

*.log file name convert=’/u03/oracle/oradata/PROD/’,’/home/oracle/oradata/STB

DB/’

*.compatible="11.2.0.4.0"'

Connect to SQL*Plus, create spfile and open the instance in the NOMOUNT mode:

[oracle@srvtst ~]$ sglplus / as sysdba

Connected to an idle instance.

SQL> startup nomount pfile=’/home/oracle/pfile.ora’;
ORACLE instance started.

Total System Global Area 229683200 bytes

Fixed Size 2251936 bytes
Variable Size 171967328 bytes
Database Buffers 50331648 bytes
Redo Buffers 5132288 bytes

SQL> create spfile from pfile=’/home/oracle/pfile.ora’

~.

File created.

SQL> shut immediate
ORA-01507: database not mounted

ORACLE instance shut down.

SQL> startup nomount;
ORACLE instance started.

Total System Global Area 229683200 bytes

Fixed Size 2251936 bytes
Variable Size 171967328 bytes
Database Buffers 50331648 bytes
Redo Buffers 5132288 bytes
SQL>
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Create a password file on the standby machine

[oracle@srvtst ~]$ orapwd
file=/u0l/app/oracle/product/11.2.0/dbhome 1/dbs/orapwSTBDB password=oracle
entries=5

Connect to both target and auxiliary instances and duplicate the database:

[oracle@ocmllg dbs]$ rman target sys/oracle@PROD auxiliary sys/oracle@STBDB
connected to target database: PROD (DBID=345613202)

connected to auxiliary database: PROD (not mounted)

RMAN> duplicate target database for standby from active database;
Starting Duplicate Db at 20-JAN-17
using target database control file instead of recovery catalog
allocated channel: ORA AUX DISK 1
channel ORA AUX DISK 1: SID=171 device type=DISK
contents of Memory Script:
{
backup as copy reuse

targetfile ‘/u03/oracle/product/11.2.4/db_1/dbs/orapwPROD’ auxiliary
format

‘/ull/app/oracle/product/11.2.0/dbhome 1/dbs/orapwSTBDB’ ;

executing Memory Script

Starting backup at 20-JAN-17

allocated channel: ORA DISK 1

channel ORA DISK 1: SID=36 device type=DISK
Finished backup at 20-JAN-17

contents of Memory Script:

{



backup as copy current controlfile for standby auxiliary format
‘/home/oracle/oradata/STBDB/controlOl.ctl’;

}

executing Memory Script

Starting backup at 20-JAN-17

using channel ORA DISK 1

channel ORA DISK 1: starting datafile copy
copying standby control file

output file name=/ul3/oracle/product/11.2.4/db_1/dbs/snapcf PROD.f
tag=TAG20170120T145657 RECID=3 STAMP=933778620

channel ORA DISK 1: datafile copy complete, elapsed time: 00:02:05

Finished backup at 20-JAN-17

contents of Memory Script:
{
sgl clone ‘alter database mount standby database’;
}
executing Memory Script
sgl statement: alter database mount standby database
contents of Memory Script:
{
set newname for tempfile 1 to “/home/oracle/oradata/STBDB/tempOl.dbf”;

switch clone tempfile all;

set newname for datafile 1 to “/home/oracle/oradata/STBDB/system0l.dbf”;

set newname for datafile 2 to “/home/oracle/oradata/STBDB/sysaux0l.dbf”;

set newname for datafile 3 to
“/home/oracle/oradata/STBDB/undotbs01.dbf”;

set newname for datafile 4 to “/home/oracle/oradata/STBDB/usersQ0l.dbf”;
backup as copy reuse datafile 1 auxiliary format
“/home/oracle/oradata/STBDB/system01.dbf”
datafile 2 auxiliary format “/home/oracle/oradata/STBDB/sysaux0l.dbf”

datafile 3 auxiliary format “/home/oracle/oradata/STBDB/undotbs01l.dbf”
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datafile 4 auxiliary format “/home/oracle/oradata/STBDB/users0l.dbf” ;

sgl ‘alter system archive log current’;

executing Memory Script

executing command: SET NEWNAME

renamed tempfile 1 to /home/oracle/oradata/STBDB/tempOl.dbf in control file
executing command: SET NEWNAME

executing command: SET NEWNAME

executing command: SET NEWNAME

executing command: SET NEWNAME

Starting backup at 20-JAN-17

using channel ORA DISK 1

channel ORA DISK 1: starting datafile copy

input datafile file number=00001 name=/u03/oracle/oradata/PROD/system01l.dbf

output file name=/home/oracle/oradata/STBDB/system01.dbf
tag=TAG20170120T145917

channel ORA DISK 1: datafile copy complete, elapsed time: 02:14:37
channel ORA DISK 1: starting datafile copy
input datafile file number=00002 name=/u03/oracle/oradata/PROD/sysaux0l.dbf

output file name=/home/oracle/oradata/STBDB/sysaux01.dbf
tag=TAG20170120T145917

channel ORA DISK 1: datafile copy complete, elapsed time: 01:24:17
channel ORA DISK 1: starting datafile copy
input datafile file number=00003 name=/u03/oracle/oradata/PROD/undotbs0l.dbf

output file name=/home/oracle/oradata/STBDB/undotbs01.dbf
tag=TAG20170120T145917

channel ORA DISK 1: datafile copy complete, elapsed time: 00:05:15
channel ORA DISK 1: starting datafile copy
input datafile file number=00004 name=/u03/oracle/oradata/PROD/usersO0l.dbf

output file name=/home/oracle/oradata/STBDB/users0l.dbf
tag=TAG20170120T145917

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:56



Finished backup at 20-JAN-17
sgl statement: alter system archive log current
contents of Memory Script:
{
switch clone datafile all;

}

executing Memory Script

datafile 1 switched to datafile copy

input datafile copy RECID=3 STAMP=933824671 file
name=/home/oracle/oradata/STBDB/system01.dbf

datafile 2 switched to datafile copy

input datafile copy RECID=4 STAMP=933824671 file
name=/home/oracle/oradata/STBDB/sysaux01l.dbf

datafile 3 switched to datafile copy

input datafile copy RECID=5 STAMP=933824671 file
name=/home/oracle/oradata/STBDB/undotbs01.dbf

datafile 4 switched to datafile copy

input datafile copy RECID=6 STAMP=933824671 file
name=/home/oracle/oradata/STBDB/users0l.dbf

Finished Duplicate Db at 20-JAN-17

RMAN>

Connect to cloud database and query VSDATABASE view:

SQL> select name, db unique name, database role, switchover status from
vSdatabase;

NAME DB _UNIQUE NAME DATABASE ROLE SWITCHOVER STATUS
PROD STBDB PHYSICAL STANDBY TO PRIMARY
SQL>
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Make sure you set LOG_ARCHIVE_DEST 2 parameter on the on-premises database and specify the
instance running on the cloud machine:

SQL> ALTER SYSTEM SET log archive dest 2='SERVICE=STBDB ASYNC
VALID FOR=(ONLINE LOGFILES,PRIMARY ROLE) DB UNIQUE NAME=STBDB’;

System altered.

SQL>

No switch to the cloud machine and start the apply process:

SQL> ALTER DATABASE RECOVER MANAGED STANDBY DATABASE DISCONNECT;
Database altered.

SQL>

Ok, the standby database is ready. Perform some logfile switches, create a new table and switch log file
again. Move the standby machine and check alert.log file to see if log files are moved and applied to the
standby database.

SQL> alter system switch logfile;

System altered.

SQL> create table mytable as select * from dba objects where rownum<=100;

Table created.

SQL> alter system switch logfile;

System altered.

SQL>

Next, open the standby database in the read only mode and see if you can query the table created on
on-premises database:

SQL> alter database recover managed standby database cancel;

64



Database altered.

SQL> alter database open read only;

Database altered.

SQL> select count(l) from mytable;

COUNT (1)

100

SQL>

Computer

Mon Jan 23, 12:35 AM

oracle@ocmllg:~/Desktop
File Edit View Search Terminal Help
Lrd

oracle’'s Home SQL> alter system switch logfile;

System altered.

SQL=> create table mytable as select * from dba objects where rownum<=160;

Table created.

e SQL> alter system switch logfile;

System altered.

VBOXADDITIONS 4.
2.12_84980 saLs i

afiedt.buf

oracle@ocmllg:

@ =
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racle 11g OCH [Run

Machine View Devices Help

2, Applications Places System % Q\(A 7 Mon Jan 23, 12:36 AM “(5\

oracle@ocmllg:~/Desktop
Eile Edit View Search Terminal Help
SQL> alter system switch logfile;
System altered.
SQL> create table mytable as select * from dba objects where rownum<=168;
Table created.
SOL> alter system switch logfile;

System altered.
VBOXADDITIONS 4.

2.12 84980 soL> I

oracle@ocmll

As you see, the table has been moved within archived log file to the cloud machine and applied to the
standby instance.
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Performing disaster recovery with RMAN in Oracle Cloud using On-
Premises backup stored in Oracle Cloud Backup Storage

In the previous blog posts you have seen how to create a disaster recovery for on-premises Oracle
Database by creating a standby database in Oracle Cloud. Sometimes, you might not need to create a
standby database, but just store the backup of your database in Oracle Cloud Storage and then use it to
create a database in the cloud in the feature. In this blog post | will show you how to take backup of on-
premises database to Oracle Cloud Storage and use it to perform a disaster recovery by
restoring/recovering from backup to the instance in the cloud and perform recovery of on-premises
database using backups stored in the cloud storage using RMAN.

First of all, we need to download and install a backup model to on-premises db. Open the following link
and download Oracle Database Cloud Backup Module :

http://www.oracle.com/technetwork/database/availability/oracle-cloud-backup-2162729.html

Create folder to store wallets and lib file, extract the zip file and install it:

[oracle@ocmllg ~]$ mkdir wallet 1ib

[oracle@Rocmllg tmpl$ java -jar opc_install.jar -serviceName Storage -
identityDomain yourIdentityDomain -opcID YourOpcId -opcPass YourOpcPassword -
walletDir /home/oracle/wallet -1ibDir /home/oracle/lib

Oracle Database Cloud Backup Module Install Tool, build 2016-10-07
Oracle Database Cloud Backup Module credentials are wvalid.

Oracle Database Cloud Backup Module wallet created in directory
/home/oracle/wallet.

Oracle Database Cloud Backup Module initialization file
/u03/oracle/product/11.2.4/db_1/dbs/opcPROD.ora created.

Downloading Oracle Database Cloud Backup Module Software Library from file
opc_linux64.zip.

Downloaded 26528348 bytes in 12 seconds. Transfer rate was 2210695
bytes/second.

Download complete.

[oracleQRocmllg tmp]l$
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The name of on-premises database is PROD. Now connect to RMAN and change the following
configurations. Configure the channel to use SBT library which enable to store backups to the cloud

(libopc.so) and provide OPC_FILE destination that contains Oracle Backup Cloud Service container URL:

RMAN> CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS
'SBT LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/u03/oracle/product/11.2.4/db 1/dbs/opcPROD.ora)"';

new RMAN configuration parameters:

CONFIGURE CHANNEL DEVICE TYPE 'SBT TAPE' PARMS
'SBT LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/u03/oracle/product/11.2.4/db 1/dbs/opcPROD.ora)"';

new RMAN configuration parameters are successfully stored

Enable autobackup of controlfile:

RMAN> CONFIGURE CONTROLFILE AUTOBACKUP ON;

new RMAN configuration parameters:

CONFIGURE CONTROLFILE AUTOBACKUP ON;

new RMAN configuration parameters are successfully stored

Set the high compression for backups to consume less space in the cloud storage:

RMAN> CONFIGURE COMPRESSION ALGORITHM 'HIGH';

new RMAN configuration parameters:

CONFIGURE COMPRESSION ALGORITHM 'HIGH' AS OF RELEASE 'DEFAULT' OPTIMIZE FOR
LOAD TRUE;

new RMAN configuration parameters are successfully stored

Change the default channel to tape (media -> Oracle Cloud Backup Storage)

RMAN> CONFIGURE DEFAULT DEVICE TYPE TO 'SBT TAPE';

new RMAN configuration parameters:
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CONFIGURE DEFAULT DEVICE TYPE TO 'SBT TAPE';

new RMAN configuration parameters are successfully stored

RMAN>

Now connect to RMAN and run SHOW ALL command to see the backup configurations:

[oracle@ocmllg ~]$ rman target /

RMAN> show all;

using target database control file instead of recovery catalog

RMAN configuration parameters for database with db unique name PROD are:
CONFIGURE RETENTION POLICY TO REDUNDANCY 1; # default

CONFIGURE BACKUP OPTIMIZATION OFF; # default

CONFIGURE DEFAULT DEVICE TYPE TO 'SBT TAPE';

CONFIGURE CONTROLFILE AUTOBACKUP ONj;

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE SBT TAPE TO 'SE'; #
default

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO '%F'; #
default

CONFIGURE DEVICE TYPE SBT_TAPE PARALLELISM 1 BACKUP TYPE TO BACKUPSET; #
default

CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE SBT TAPE TO 1; # default
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE SBT TAPE TO 1; # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default

CONFIGURE CHANNEL DEVICE TYPE 'SBT TAPE' PARMS
'"SBT_LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/u03/oracle/product/11.2.4/db 1/dbs/opcPROD.ora)"';

CONFIGURE MAXSETSIZE TO UNLIMITED; # default
CONFIGURE ENCRYPTION FOR DATABASE OFF; # default
CONFIGURE ENCRYPTION ALGORITHM 'AES128'; # default

CONFIGURE COMPRESSION ALGORITHM 'HIGH' AS OF RELEASE 'DEFAULT' OPTIMIZE FOR
LOAD TRUE;
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CONFIGURE ARCHIVELOG DELETION POLICY TO NONE; # default

CONFIGURE SNAPSHOT CONTROLFILE NAME TO
'/u03/oracle/product/11.2.4/db_1/dbs/snapcf PROD.f'; # default

Before taking the backup, create a table at on-premises database. We will query it after disaster
recovery in the cloud db.

SQL> create table mytable as select * from dba objects where rownum<=100;

Table created.

SQL> select count(l) from mytable;

COUNT (1)

SQL>

Now enable encryption (set the password for backups) and take backup of the database:

RMAN> set encryption on identified by "mypass" only;

executing command: SET encryption

RMAN> backup database plus archivelog;

Starting backup at 10-FEB-17

current log archived

allocated channel: ORA SBT TAPE 1

channel ORA SBT TAPE 1: SID=33 device type=SBT TAPE

channel ORA SBT TAPE 1: Oracle Database Backup Service Library VER=3.16.9.21
channel ORA SBT TAPE 1: starting archived log backup set

channel ORA SBT TAPE 1: specifying archived log(s) in backup set

input archived log thread=1 sequence=48 RECID=71 STAMP=935603816

channel ORA SBT TAPE 1: starting piece 1 at 10-FEB-17

channel ORA SBT TAPE 1: finished piece 1 at 10-FEB-17
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piece handle=17rs8bjd 1 1 tag=TAG20170210T175700 comment=API Version 2.0,MMS
Version 3.16.9.21

channel ORA SBT TAPE 1: backup set complete, elapsed time: 00:00:25

Finished backup at 10-FEB-17

Starting backup at 10-FEB-17

using channel ORA SBT TAPE 1

channel ORA SBT TAPE 1: starting full datafile backup set

channel ORA SBT TAPE 1: specifying datafile(s) in backup set

input datafile file number=00001 name=/u03/oracle/oradata/PROD/system01.dbf
input datafile file number=00002 name=/ul3/oracle/oradata/PROD/sysaux0l.dbf
input datafile file number=00003 name=/ul03/oracle/oradata/PROD/undotbs0l.dbf
input datafile file number=00004 name=/u03/oracle/oradata/PROD/users0l.dbf
channel ORA SBT TAPE 1: starting piece 1 at 10-FEB-17

channel ORA SBT TAPE 1: finished piece 1 at 10-FEB-17

piece handle=18rs8bk6 1 1 tag=TAG20170210T175726 comment=API Version 2.0,MMS
Version 3.16.9.21

channel ORA SBT TAPE 1: backup set complete, elapsed time: 02:57:07

Finished backup at 10-FEB-17

Starting backup at 10-FEB-17

current log archived

using channel ORA SBT TAPE 1

channel ORA SBT TAPE 1: starting archived log backup set

channel ORA SBT TAPE 1: specifying archived log(s) in backup set
input archived log thread=1 sequence=49 RECID=72 STAMP=935605482
input archived log thread=1 sequence=50 RECID=73 STAMP=935614475
channel ORA SBT TAPE 1: starting piece 1 at 10-FEB-17

channel ORA SBT TAPE 1: finished piece 1 at 10-FEB-17

piece handle=lars8mOc 1 1 tag=TAG20170210T205435 comment=API Version 2.0,MMS
Version 3.16.9.21

channel ORA SBT TAPE 1: backup set complete, elapsed time: 00:09:25

Finished backup at 10-FEB-17
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Starting Control File and SPFILE Autobackup at 10-FEB-17

piece handle=c-345613202-20170210-02 comment=API Version 2.0,MMS Version
3.16.9.21

Finished Control File and SPFILE Autobackup at 10-FEB-17

RMAN>

The backup command completed successfully and all backups are stored in Oracle Cloud Backup
Storage.

Now let’s perform a disaster recovery in the cloud machine. Create a new cloud database instance,
configure SSH connection from on-premises to the cloud host. Copy opc_install.zip file you have
downloaded from OTN to the cloud host and install it as you did it at on-premises host. Drop the
database if there’s any, connect to RMAN and start it in NOMOUNT mode. Provide the RMAN password,
allocate a channel as you did at on-premises database and restore the spfile:

RMAN> STARTUP NOMOUNT;

RMAN> set decryption identified by "mypass";

executing command: SET decryption

using target database control file instead of recovery catalog

RMAN> run
2> {

3> allocate channel tl type 'SBT TAPE' PARMS
'SBT_ LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/ul0l/app/oracle/product/11.2.0/dbhome 1/dbs/opcPROD.ora)';

4> set dbid=345613202;
5> restore spfile to pfile '/tmp/pfile.ora' from autobackup;

6> }

allocated channel: tl

channel tl: SID=171 device type=SBT_ TAPE
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channel tl: Oracle Database Backup Service Library VER=3.16.9.21

executing command: SET DBID

Starting restore at 11-FEB-17

channel tl: looking for AUTOBACKUP on day: 20170211

channel tl: looking for AUTOBACKUP on day: 20170210

channel tl: AUTOBACKUP found: c-345613202-20170210-02

channel tl: restoring spfile from AUTOBACKUP c¢c-345613202-20170210-02
channel tl: SPFILE restore from AUTOBACKUP complete

Finished restore at 11-FEB-17

released channel: tl

RMAN>

Server parmeter file is restored. If you need to specify different location for some parameters, create a
readable parameter file from it, make your changes, create a server parameter file from it and start the
database in NOMOUNT mode using the restored (and modified) spfile.

SQL> startup nomount force;

ORACLE instance started.

Total System Global Area 1235959808 bytes

Fixed Size 2252784 bytes
Variable Size 385875984 bytes
Database Buffers 838860800 bytes
Redo Buffers 8970240 bytes
SQL> exit
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Now restore controlfile from autobackup:

RMAN> set decryption identified by "mypass";

executing command: SET decryption

RMAN> run

2> |

3> allocate channel tl type 'SBT TAPE' PARMS
'SBT LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/u0l/app/oracle/product/11.2.0/dbhome 1/dbs/opcPROD.ora)"';

4> set dbid=345613202;

5> restore controlfile from autobackup;

6> }

allocated channel: tl

channel tl: SID=134 device type=SBT TAPE

channel tl:

Oracle Database Backup Service Library VER=3.16.9.21

executing command: SET DBID

Starting restore at 11-FEB-17

channel

channel

channel

channel

channel

output file

output file

tl:

tl:

tl:

tl:

tl:

looking for AUTOBACKUP on day: 20170211

looking for AUTOBACKUP on day: 20170210

AUTOBACKUP found: c¢c-345613202-20170210-02

restoring control file from AUTOBACKUP c-345613202-20170210-02
control file restore from AUTOBACKUP complete
name=/u04/app/oracle/oradata/control0l.ctl

name=/ul4/app/oracle/oradata/control02.ctl

Finished restore at 11-FEB-17

released channel: tl

RMAN>



Controlfile are restored. Start the database in MOUNT mode and restore the datafiles. Specify a new
folder using SET NEWNAME FOR DATABASE TO command as follows:

RMAN> run
2> |

3> allocate channel tl type 'SBT TAPE' PARMS
'SBT LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/u0l/app/oracle/product/11.2.0/dbhome 1/dbs/opcPROD.ora)"';

4> set newname for database to '/u04/app/oracle/oradata/%U.dbf';
5> restore database;
6> switch datafile all;

7> )

allocated channel: tl
channel tl: SID=133 device type=SBT TAPE

channel tl: Oracle Database Backup Service Library VER=3.16.9.21

executing command: SET NEWNAME

Starting restore at 11-FEB-17
Starting implicit crosscheck backup at 11-FEB-17
Crosschecked 1 objects

Finished implicit crosscheck backup at 11-FEB-17

Starting implicit crosscheck copy at 11-FEB-17
Crosschecked 2 objects

Finished implicit crosscheck copy at 11-FEB-17

searching for all files in the recovery area
cataloging files...

no files cataloged
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channel tl: starting datafile backup set restore
channel tl: specifying datafile(s) to restore from backup set

channel tl: restoring datafile 00001 to /u04/app/oracle/oradata/data D-
PROD TS-SYSTEM FNO-1.dbf

channel tl: restoring datafile 00002 to /u04/app/oracle/oradata/data D-
PROD TS-SYSAUX FNO-2.dbf

channel tl: restoring datafile 00003 to /u04/app/oracle/oradata/data D-
PROD_TS—UNDOTBSI_FNO—3.dbf

channel tl: restoring datafile 00004 to /u04/app/oracle/oradata/data D-
PROD TS-USERS_ FNO-4.dbf

channel tl: reading from backup piece 18rs8bkt 1 1

channel tl: piece handle=18rs8bk6 1 1 tag=TAG20170210T175726
channel tl: restored backup piece 1

channel tl: restore complete, elapsed time: 00:00:45

Finished restore at 11-FEB-17

datafile 1 switched to datafile copy

input datafile copy RECID=14 STAMP=935693831 file
name=/u04/app/oracle/oradata/data D-PROD TS-SYSTEM FNO-1.dbf

datafile 2 switched to datafile copy

input datafile copy RECID=15 STAMP=935693831 file
name=/u04/app/oracle/oradata/data D-PROD TS-SYSAUX FNO-2.dbf

datafile 3 switched to datafile copy

input datafile copy RECID=16 STAMP=935693831 file
name=/u04/app/oracle/oradata/data D-PROD TS-UNDOTBS1 FNO-3.dbf

datafile 4 switched to datafile copy

input datafile copy RECID=17 STAMP=935693831 file
name=/u04/app/oracle/oradata/data D-PROD TS-USERS FNO-4.dbf

released channel: tl

RMAN>

Now run ALTER DATABASE RENAME FILE command to rename redo log files:



SQL> alter database rename file '/u0O3/oracle/oradata/PROD/redo03.log' to
'/u04/app/oracle/oradata/redo03.1log"';

Database altered.

SQL> alter database rename file '/u0O3/oracle/oradata/PROD/redo02.log' to
'/u04/app/oracle/oradata/redo02.1log"';

Database altered.

SQL> alter database rename file '/u03/oracle/oradata/PROD/redo0l.log' to
'/u04/app/oracle/oradata/redo0l.log"';

Database altered.

SQL>

Now run RECOVER DATABASE command to recover the database and open the database:

RMAN> set decryption identified by "mypass";
executing command: SET decryption

RMAN> run

2> {

3> allocate channel tl type 'SBT TAPE' PARMS
'SBT LIBRARY=/home/oracle/lib/libopc.so
ENV=(OPC_PFILE=/u0l/app/oracle/product/11.2.0/dbhome 1/dbs/opcPROD.ora)"';

4> recover database;

5> }

allocated channel: tl

channel tl: SID=125 device type=SBT TAPE

channel tl: Oracle Database Backup Service Library VER=3.16.9.21

Starting recover at 11-FEB-17

starting media recovery



channel tl: starting archived log restore to default destination
channel tl: restoring archived log

archived log thread=1l sequence=49

channel tl: restoring archived log

archived log thread=1 sequence=50

channel tl: reading from backup piece lars8mOc 1 1

channel tl: piece handle=lars8mOc 1 1 tag=TAG20170210T205435
channel tl: restored backup piece 1

channel tl: restore complete, elapsed time: 00:00:07

archived log file
name=/u03/app/oracle/fast recovery area/PROD/archivelog/2017 02 11/0l mf 1 49
~d9%ygs878 .arc thread=1 sequence=49

channel default: deleting archived log(s)

archived log file
name=/u03/app/oracle/fast recovery area/PROD/archivelog/2017 02 11/0l1l mf 1 49
_d9ygs878 .arc RECID=75 STAMP=935693995

archived log file
name=/u03/app/oracle/fast recovery area/PROD/archivelog/2017 02 11/0l1l mf 1 50
_dS9ygs8cn_.arc thread=1 sequence=50

channel default: deleting archived log(s)

archived log file
name=/u03/app/oracle/fast recovery area/PROD/archivelog/2017 02 11/0l mf 1 50
_d9ygs8cn_.arc RECID=74 STAMP=935693994

unable to find archived log
archived log thread=1 sequence=51

released channel: tl

RMAN-00571:

RMAN-00569: ERROR MESSAGE STACK FOLLOWS

RMAN-00571:

RMAN-03002: failure of recover command at 02/11/2017 19:00:00

RMAN-06054: media recovery requesting unknown archived log for thread 1 with
sequence 51 and starting SCN of 1153764

RMAN> alter database open resetlogs;

database opened
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RMAN>

Connect to SQL*Plus and query the table you have created before taking a backup at on-premises
database:

SQL> select count(l) from mytable;

SQL>

Great! We have successfully performed a disaster recovery of on-premises database to the cloud using
RMAN backups stored in Oracle Cloud Backup Storage!

Now let’s use backups stored in the cloud to perform a recovery to on-premises database. Let’s create a
new table, take backup of the datafile, corrupt a block of the datafile and recover it from backups stored
in the cloud.

SQL> create table test table tablespace users as select * from dba objects
where rownum<=10;

Table created.

RMAN> set encryption on identified by "mypass" only;

executing command: SET encryption

RMAN> backup datafile 4;

Starting backup at 11-FEB-17

using channel ORA SBT TAPE 1

channel ORA SBT TAPE 1: starting full datafile backup set

channel ORA SBT TAPE 1: specifying datafile(s) in backup set

input datafile file number=00004 name=/u03/oracle/oradata/PROD/users0l.dbf

channel ORA SBT TAPE 1: starting piece 1 at 11-FEB-17
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channel ORA SBT TAPE 1: finished piece 1 at 11-FEB-17

piece handle=ldrsaim0 1 1 tag=TAG20170211T141008 comment=API Version 2.0,MMS

Version 3.16.9.21
channel ORA SBT TAPE 1: backup set complete, elapsed time: 00:00:45

Finished backup at 11-FEB-17

Starting Control File and SPFILE Autobackup at 11-FEB-17

piece handle=c-345613202-20170211-00 comment=API Version 2.0,MMS Version
3.16.9.21

Finished Control File and SPFILE Autobackup at 11-FEB-17

RMAN> exit

SQL> SELECT header block FROM dba segments WHERE segment name='TEST TABLE';

HEADER BLOCK

SQL>

[oracle@Qocmllg ~]$ dd of=/u03/oracle/oradata/PROD/users0l.dbf bs=8192
conv=notrunc seek=170 <<EOF

> Corruption

> Corruption

> EOF

0+1 records in

0+1 records out

23 bytes (23 B) copied, 0.000147784 s, 156 kB/s

[oracle@ocmllg ~]$ sglplus / as sysdba

SQL> alter system flush buffer cache;

System altered.
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SQL> select count(l) from test table;

select count(l) from test table

*
ERROR at line 1:

ORA-01578: ORACLE data block corrupted (file # 4, block # 170)

ORA-01110: data file 4: '/u03/oracle/oradata/PROD/users01.dbf’

SQL> select * from v$database block corruption;

FILE# BLOCK# BLOCKS CORRUPTION CHANGE# CORRUPTIO

4 170 1 0 CORRUPT

Ok, we have a corrupted block. Now connect to RMAN and recover it:

RMAN> recover datafile 4 block 170;

Starting recover at 11-FEB-17
using channel ORA SBT TAPE 1

using channel ORA DISK 1

channel ORA SBT TAPE 1: restoring block(s)

channel ORA SBT TAPE 1: specifying block(s) to restore from backup set
restoring blocks of datafile 00004

channel ORA SBT TAPE 1: reading from backup piece ldrsaim0 1 1

channel ORA SBT TAPE 1: piece handle=ldrsaim0 1 1 tag=TAG20170211T141008
channel ORA SBT TAPE 1: restored block(s) from backup piece 1

channel ORA SBT TAPE 1: block restore complete, elapsed time: 00:00:15
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starting media recovery

media recovery complete, elapsed time: 00:00:01

Finished recover at 11-FEB-17

RMAN> exit

[oracle@ocmllg ~]$ sglplus / as sysdba
SQL> select count(l) from test table;

COUNT (1)

SQL>

As you see, we used backups stored in Oracle Cloud Backup Storage to recover a corrupted block of on-
premises database.
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